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1 Product Overview

Active@ Password Changer s a solution designed for resetting local user

password and account attributes on Windows NT / 2000 / XP / Vista / 2003 /

2008/ 2012 /Windows 7 / Windows 8 and Windows 10 systems in case of
Administratordés password is forgotten, |l os
disabled or locked out. You do not need to re -install and re-configure

operating system in this case. With Active@ Password Changer you can log

in as a particular user with an empty password.

Active@ Password Changer also provides the ability to manage with days

and times of the week that the user account is permitted to lo g on to the

computer, which is useful for preventing the logging on for account you

choose (or remove that kind of prohibition). For example, you can define in

what hours your child can logon to the computer. This software has simple

wizard-like user interface, supports multiple hard disk drives, is able to

detect several SAM databases (in case if multiple OS were installed on one

volume) and pick up the right one before starting recovery process. List of

local users is displayed; you should choose the oneto reset password or

parameters. It can reset User is Disabled flag, Account is locked out flag,

User must change password flag and sets Password never expires to avoid

possible user blocking after password has been reset Moreover you can

createaRegisty ( SAM) backup before resetting use
and you can restore userods attributes | ate

Demo version allows you to detect proper SAM database, view the user list
and particular user attributes.

Professional version actually resets passwords and changes attributes.
FAT16 / FAT32 / NTFS / NTFS5 file systems are supported. Windows NT /
2000/ XP / Vista / 2003 / 2008 / 2012 / Windows 7/ Windows 8 and
Windows 10 operating systems are supported for password recovery, both
32 and 64-bit MS Windows operational systems are supported.



2 Operating Procedures

2.1 Program Start and Search Options
Start Active@ Password Changer:
1 from the Start menu
1 from the command line:
0 Windows: go to the directory where softwar e is located and type:
> PasswordChanger.exe
0 Linux: go to the directory where software is located and type:
> sudo ./PasswordChanger

In Linux software must be launched under Super User account

Welcome screen appears:

'?:‘; Active@ Password Changer Professional

Active@ Password Changer Professional v.7.0 (build 7)

Active@ Password Changer Professional is a solution designed for resetting local
password and account attributes on Windows MT / 2000 / XP / Vista /2003 / 2008 /
Windows 7/ Windows 8 and the latest Windows 10 operating systems in case the
Administrators password is forgotten, lost, or a user account has been blocked,
disabled or locked out. You do not need to re-install and re-configure the
operating system in this case.

Active @ Password Changer default settings are suitable in most cases.

Licensed to: Acme Corp.
Personal License

1999-2016 (c) LSoft Technologies Inc.
www.password-changer.com

MNext H Cancel




2 Operating Procedures

Program starts and you can read short explanations, on the next page of the Password Changer wizard
you will see the following options: )
]

@ ‘o5 Active® Password Changer Professio

Select one of the options below and press the "Next” to continue:
Options

@ Search all volumes for Microsoft Security Accounts Manager Database (SAM)
) select volume with Windows Operating system manually.

() Find a folder with Windows registry files manually.

[ Next H Cancel ]

You can either choose a particular logical drive to search SAM database on, or choose to search on alll
hard disks and logical drives. If it is impo ssible to reach a Windows system drive directly you can copy
SAM hive file from AC:/ Windows/ System32/ Configbo
attach this drive to you computer and reset the password in this SAM file with the third op tion.

Click Next to go to the next step.

If you choose the second option, you need to specify the drive to sealrch SlAM database on:
Ez J

@ &5 Active® Password Changer Professional

!

[ MNext ][ Cancel

h = —

Logical Drives list available to search SAM file:

Mame Type File System Total Size
B PVVD01_VOLO (C:)  Fixed Disk NTFS 224 GB
<" PVWO01_VOLL (D:) Fixed Disk NTFS 932 GB
<" PWO01_VOL2 (G:) Fixed Disk MNTFS 182TE
=" PVWO01_VOL3 (H:) Fixed Disk NTFS 1827TE
<" USB_ARC (I:) Removable Disk FAT32 149 GB
=" EFI(1:) Fixed Disk FAT32 200 MB
=" WDVOLL_NTFS (F:) Fixed Disk NTFS 854 GB

Select drive where Microsoft Windows(c) hive files are located and press the "Mext” button.

Choose a drive and clickNext to go to the next step.
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2 Operating Procedures

2.2 SAM Selection

SAM (Security Access Manager) a database where information about local users, their rights and
passwords is stored.

If several SAM databases found- you need to choose a proper SAM database to reset proper account
password and attributes. Normally SAM is located on a drive where operating system is installed in the
folder :\WINDOWSSYSTEM3PCONFIG.

2
o
Q %5 Active@ Password Changer Professional
SAM hives have been found in all drives
SAM File Path ° Size Drive File System
B CA\Windows\System32\confighsam 256 KB PVWODO1_VOLD (C:) NTFS
" FAWNT\SYSTEM32\config\SAM 320 KB WDVOLL_NTFS (F:) NTFS
=" GAWNT\SYSTEM32\confighSAM 320 KB PVWDOL_VOL2 (G} NTFS
<7 HAWNT\SYSTEM32\ confighSAM 320 KB PYWDOL_VOL3 (H:) NTFS
= LVWNTASYSTEM32WCOMFIG\SAM 320 KB USB_ARC (I FAT32
Select target operational system SAM hive file and press the "Mext” button.
Net || cancel

S

-j Note: Please do NOT try to change account attributes for the operating system currently
running (which SAM is located on the same drive from where the Windows is started). It
is not possible, see the note below. To change account attributes and reset the
password you either need to boot from bootable CD running Windows PE, or attach
another HDD having Windows installed and boot from there.

Important

As long as you need to change system account attributes, drive where SAM is found must be locked
exclusively before changing. Exclusive lock means that no one (including Windows) except Active @
Password Changer has full access to the account. This also means that if you try to change local
account attributes for the system currently running, you will NOT be granted exclusive access to the
drive and will not be able to reset account attributes. The fo llowing messages might appear:
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2 Operating Procedures

(=]
(€) &, Active@ Password Changer Professional
SAM hives have been found at
Local Disk: WIN2K (E:):, file system: NTFS, size: 4.79 GB
SAM File Path ° Size Drive File Syste
< EATESTWINASYSTEM32\Config\Sam 256KB  WINZK (E) NTFS
<" ENUSERWINASYSTEM AN CONFEIG\Sam 6.0 KB WIMN2K (E:) NTFS
0 SAM processing (=) NTFS
NTFS
Drive WIN2K (E:) has been used (locked) by another application or operating NTES
system.
Would you like to force dismount the lock?
Yes No
Select target operational system SAM hive file and press the "Next” button.
Help Mext Cancel

or

=

SAM File Path Size Drive
5} CA\Windows\System32\confighsam 256 KB PYWOOL1_VOLO [

™
£ SAM processing M

Drive PVYVD01_VOLO (C:) is a System Disk, currently running Operating System
I Lo (0s5).
This disk cannot be locked exclusively to be able to fix user accounts,

To reset user account attributes on this disk, you need to boot another 05,
You can try to boot Q5 from bootable media using supplied Active® Boot Disk
Lite,

If selected drive cannot be unlocked by some reasons, current system drive is used by operating
system, for example, User Account parameters will be opened in Read Only mode.
Current State: Change to: Logon Hours

User must change password at next logon

expire
Account is disabled
Account is locked out
Disable Force Smart Card Login
e Clear this User's Pass

Disk has been opened in read-only mode.
To apply changes, exclusive lock is required.

[ Next H Cancel
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2 Operating Procedures

2.3 Local User Account Selection
After you've chosen SAM database you will see the list of local user accounts with descriptions:

@ 5 Active® Password Changer Professional

Users in Registry SAM file at path: FA\WNT\SYSTEM32\config\SAM
on drive WDVOLI_NTFS (F;), size 854 GB, File System: NTFS
Total Users: 7

RID User Mame  Description
o 0000014 Administrator Built-in account for administering the computer/domain
o 000003ef kamoura
3 000001f5 Guest Built-in account for guest access to the computer/domain
7 000003e8 IUSR_DMZ Internet Server Anonymous Access
7 000003ea TWAM_DMZ  Internet Server Web Application Manager identity
3 000003eb VUSR_DMZ  Account for the Visual Studic Analyzer server components
7 000003ec reportuser

Select User's Account and press the "Next™ button. Select folder to backup Registry to... ]

[ Next H Cancel ]

X &

Choose a Local User Acount to reset password and attributes for and click Next to go to the next
step.

S
-d Note: Primary Administrator 's account (even if renamed) is always placed on the first place
-
and has @ icon.

-
Other Administrator  accounts are marked with ®&* jcon.

Non-Administrator accounts (Users, Guests, etc...) are marked with icon Ly having blue
background.

Disabled/Locked accounts are marked with a cross.

Active@ Password ChangeiUser Guide 9



2 Operating Procedures

2.3.1 Select Registry SAM file Backup folder

If you like to save backup copy of Registry SAM file, you have to press Select folder to backup
Re gi st r lyttoh andé select a desire save place such as external HDD or Flash drive:

Path to selected backup will be pointed at the bottom of this page and on the next step where you can
change selected account parameters.

2.4 Change Account's Password and Attributes

After you've chosen the Local User Account you will see account description and attributes:

In the left column you can see the account's current existing attributes.

In the right column you can set new values fo r these attributes. Default values are acceptable for most
cases and guarantee to be able to logon to the system without password.
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